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ABSTRACT

Change-point detection is a problem of finding time points

where stochastic properties of time series suddenly change.

This problem has been actively discussed under various
contexts in the area of data mining. We introduce a non-
parametric method for change-point detection by an en-
tropy estimator. Since our entropy estimator is based on
distances between data points, it is applied not only for or-
dinal vectorial data but also variable length data and non
vectorial data. We will demonstrate its validity through
numerical experiments with real-world data.

1. INTRODUCTION

Finding change-points, at which the generating mecha-
nism of time series changes, is of great importance in
many applications for real-world data analysis. It is ap-
plied to, for example, intrusion detection in computer net-
works, irregular-motion detection in vision surveillance
systems, signal segmentation in data stream, fraud detec-
tion in cellular systems. For further details, see [1, 2] and
references therein.

The problem is generally formulated as follows. Let
X, be an observation at time ¢, which is a random variable
of a certain stochastic process. Usually fixed-length data
vectors are considered as observations. Then our objec-
tive is to examine whether the test set (future sequence)
{X4, X¢41,...} is different from the reference set (past
sequence) {X;_1, X;_2,... } as shown in Figure 1(a). In

other words, the objective is to examine whether X;, X1, ...
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Figure 1. Change-point detection problem
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are well predicted based on X;_1, X;_o,.... A typical
approach for solving this problem is to define a change-
point score, e.g.

score(Xy)

:—10gPI‘<Xt,Xt+1,...|Xt,1,Xt,2,...), (1)

where Pr(+|-) is the conditional probability distribution es-
timated from the dataset. So far, many algorithms have
been proposed from different viewpoints of generative mod-
els of time series, computational costs, scalability of data
size, and sensitivity. Representative algorithms are, for
example, Singular Spectrum Analysis [3], ChangeFinder
[1], Kullback-Leibler Importance Estimation Procedure [2].

In this paper, we focus on a slightly different problem
as shown in Figure 1(b). In our setting, an observation
at time ¢ is not a single random variable, but a collection
of random variables, which we call "a bag of data”. We
assume that observations are generated from certain prob-
ability distributions, and we want to find changes of those
distributions behind the stream of observed bags. This
concept is schematically shown in Figure 2 where each
bag is represented by a histogram.
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Figure 2. Sequence of histograms of bags

Interesting examples are found in graph-structured data
analysis, e.g. community structure analysis, internet in-
cident detection, market trading analysis. In these ex-
amples, graph-related statistics such as numbers of con-
nected nodes and volumes of flow on edges are observed



at each time, and based on those observations we inves-
tigate changes of graph structures. We will analyze the
ENRON email dataset [4] as an example of community
structure analysis based on mail transaction.

2. METHOD

Let B, = {X;;i = 1,...,n.} be an observed bag of data
at time ¢. We assume that the size of the bag n; can be dif-
ferent in time. A datum X in a bag is a random variable
from a certain sample space X, typically d-dimensional
Euclidean space R?. In the case of detecting graph struc-
ture change under sender-receiver scenarios, X can be any
value calculated from graph structure, such as the degree
of a sender or a receiver, and the number of messages from
a sender to a receiver.

Our objective is to examine whether the future bags
By, Biy1, ... differ from the past bags By;_1,B;_o,....
By introducing the probability distribution of the bag Pp,,
the bag B; is identified by the distribution Pp,, then the
objective is rephrased as examining whether the sequence
of distributions Pp,, Pp, ,, ... are different from the se-
quence of Pg, ,,Pp, ,,....

To construct a probability distribution from a bag, there
are two basic approaches: one is utilizing parametric mod-
els, and the other is utilizing non-parametric models such
as a histogram and a kernel density estimate. When the
probability distribution of B, is represented by a para-
metric model Py,, the problem is reduced to the ordinal
change-point detection problem of the sequence of vectors
{6:}. However, it is sometimes difficult to choose a proper
model which is valid for the target data all the time. On
the other hand, non-parametric models are more flexible
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for modeling distributions. Here we propose the following
two-step procedure for dealing with non-parametric mod-
els: first, we embed the distributions of bags { Pp, } in an
appropriate metric space with a distance measure between
histograms (see Figure 3), then we examine whether the
fluctuation of {Pp,} is anomalous or not (see Figure 4)
based on the distance-based entropy estimator, which we
will explain below.

For a distance measure of histograms, we employ Earth
Mover’s Distance (EMD) [5]. It is proposed as a perceptu-
ally natural dissimilarity measure in computer vision, and
is efficiently calculated by linear programming. EMD is
known to be mathematically equivalent to the Wasserstein
distance defined as

D(P,Q) = inf Erld(X,Y)],

subj. to P(X) = /dR(X, y), QY) = /dR(x,Y),
(2)

where P and @) are probability distributions on X, and d
can be any distance of X. Intuitively speaking, it corre-
sponds to the least amount of work needed to match two
distributions, i.e. a kind of edit distance (size of shaded
area D(P, @) in Figure 5).

Figure 5. Earth Mover’s distance

To measure the difference between the sequence of
past bags {Pp,_,,PB,_,,...} and the sequence of fu-
ture bags {Pp,, P, ,, ...}, we adopt distance-based en-
tropy estimators [6]. Let ® = {(B;,w;);i = 1,...,n}
be a weighted dataset, where weights satisfy w; > 0 and
>, w; = 1. For a weighted dataset D, the empirical aver-
age of h(B) for a function h is defined as

3)

This is a simple extension of the ordinal empirical aver-
age, which is defined as

“)
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Figure 6. Change-point score (KL-based)

where w; = 1/n. In time series analysis, weights are in-
troduced to deal with discounting in order to reduce long-
term effects of time series. In [6], three types of compu-
tationally efficient estimators (mean quantile estimators)
are proposed by using a distance D (B, B'):

e information content of B:

I(B;D)=c+d Y wilogD(B;,B)  (5)

B;e®
e cross-entropy between D and D’:

B,e®
Bje®’

e auto-entropy of D:

wW; W,
H = —_— . .
(D) =c+d g T log D(B;, B;) (7)
Bi,BjEQ
B;j#B;

where ¢ and d are constant.

Based on these estimators with Earth Mover’s distance
D(B,B’") = D(Pg, Pp'), we propose two change-point
scores as follows. First, we define reference (past) and test
(future) datasets:

et = {(By,w;);i=t,t—1,...}
@;eSt = {(Bi,’wi);i:t,t—‘rl,...}

®)
9

where weights reflect discounting, e.g. w; o 1/|i — t|.
Then, we define two different change-point scores
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Figure 7. Alert signals

e log density ratio:

ftest(Bt)

fref(Bt)
= I(By; D) — I(B;; @'Y (10)

score(B;) = log

e symmetrized Kullback-Leibler divergence:

score(By)
_ 205 - HEP) - HEDi™)
- 2

(1)

These two scores have different statistical properties. Roughly
speaking, the KL.-based score is usually more conservative
than the density-ratio-based score, because the KL-based
score uses all the pairs of D°f and D!°* but the density-
ratio-based score uses a part of them.

3. ILLUSTRATIVE EXAMPLE

The ENRON email dataset [4] is a collection of email
transmission data from about 150 users, mostly senior man-
agement of ENRON, around ENRON accounting scandal
at 2001. We used the data between June 2000 and May
2002. The time window size of a bag is one day, and the
sizes of reference and test datasets are six bags and two
bags, respectively. We considered seven different statis-
tics of graph structure:

1. the degree of a sender (how many receivers are con-
nected with a sender),
2. the degree of a receiver,



3. the 2nd order degree of a sender (how many senders
are connected with a sender through receivers),

the 2nd order degree of a receiver,

the number of mails from a sender to any receivers,
the number of mails from any senders to a receiver,
the number of mails between a pair of a sender and
a receiver.

Nk

Figure 6 shows KL-based change-point scores calcu-
lated from histograms of the seven statistics. The ver-
tical solid lines indicate important events related to the
ENRON company, such as “Jeffrey Skilling takes over as
CEO (Feb 2001)”, “ENRON restates 3rd quarter earnings
(19 Nov 2001)” and “FBI begins investigation of docu-
ment shredding (23 Jan 2002)”. For more detailed infor-
mation, see [7].

Figure 7 shows alert signals where change-point scores
exceed their means by one standard deviation. We see
that most of signals correspond with the above mentioned
events.

4. CONCLUSION

We have formulated a change-point detection problem of
stream of bags, and proposed a method based on a sta-
tistically appropriate distance between bags of data and
distance-based entropy estimators. In the proposed method,
we can use various statistics extracted from bags, but the
choice of statistics is crucial for the performance. We have
to carefully choose the statistics based on prior knowl-
edge of the target data or performance assessment such
as cross-validation, for example. Also integrating mul-
tiple statistics by convex combination and majority rule
can be possible. As a future work, we plan to extend our
method to on-line detection with stable entropy estima-
tors and on-line adaptive thresholding in order to deal with
huge amount of data.
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